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ABSTRACT : PROBLEM TO BE SOLVED: To provide a cryptographic key update system and an 

updating method, capable of applying WEP of IEEE802.11 to a radio LAN system having 
many APs and STAs. 

SOLUTION: This cryptographic key update system is constituted, so that a cryptographic 
key to be used for ciphering radio communication among all AP and STAs is defined as 
one set (k pieces), managed unitarily and distributed to each AP and STA, when the 
cryptographic key is updated by a key management server by providing the key 
management server connected with the AP by LAN. 
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(57) im) 

mm] mwAP. ^ros t a* wtsam la 

N>>XtMZ. IEEE80 2. 1 KWEPSrjgfflT' 
AP£LAN&|g$ftfcgg«*-A- 

s t a icsawj «t a ix . 




mm (ap) till, mzAPiziw±<?)mm7?*x 
(sta) tmmmi. friesT Atarax- 
T—?z^\tLxmm m^mm) -r&itHLAN 
m^mMi/x^Mzh^x. MiiAPthAmm 
ztitzmm-^-m. ( sv> tifrieAP kfries 
t An^mmmz&m & km ( k« hid <dbi-5§- 
HHeit-f & s vietg^&k , fM^ii^^jtLfrie 

S vfEtt^gfcteHWS Bf^a&«#g k U fSB 
s v« . frie s v Bf^H^^g^TBniBBf^l&^BS; 
IX m £ S VEtt^afctttt L . : W«jeS*ifc*fl*: 
«oTifiEl«#tt4j«#a*iW*PLTll?ESV|Btt#a 

KSEAPkWiBSTAfcSd-fi. ikfcWSki-S. 

[it*JH2i fresvtt, «nesvse«#atiett§/i 

£frieBf^£jg£rfl>B^ *C«HHfcfeJS#«fcrt 1 

*, itsifattft. i«*flifcatt^!i»LAN<o 

[ii*^4] fries va, fries viag^afciassft. 
ti k ffl^frieui-^atort . ( k - i > mcw&mizn > 

■CtlBfsaSIH (RUffl ) "Clffl-foJIiWSfrU «*>1 
flWi ( k - 1 ) ffliOBf-tHJ; 9£v« 2 ) "C'JE 

. ; k fewak-r* , m$g i tna*?)** l a 

h***B5] frieA pji, fries v^HfrU^n# 
<ntt. l^n^k) m^mzmmzti&tmzAP 

TfJieSTAtil»]1-§#gk^Wt, fJlBSTA(±, 

frieA pfrbmffl*jrmmmmx*%iiz t s ta 
mwsfrg#<5;fcS:£jfti- &#t&k . fneBt-tstsifr 
sms* k H-<onff«*ffl v frie s t Awm%M 
mmttz^tLxm?,APi,zmm&3-®t 

U HEAPtt, flieSTA*^fJieSTAHf 

^iSffg^fs^: £®t s k frie s w s t ab|# hh 
«s**jWarr4*s**L, fries via, fr 
le a p *^frie s t A«&m3mm*z%v 1 1 frie s 
TAftxmm&mvwsrmt&^&t. 
itim^izmnA prunes TAmxm*m£W&t& 
tmbitrti* ztzmtt-ti. nto&2nm4<?> 

a. 
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[W*3B6 ] frieAPti. fries vojgfrLfcSn* 

(nti, 1 gngk) cOBf-^$rliim$^l»kfrieAP 

<oie<ii : a-r4mn#c7)m^i^H«i-ri»^sk, frie 
APcommm-t&kMm^mcoft. mn&&izti 

sTAizmxrthtfflb&ii. friesTAii. frieA 
P*4>tfflE«H«MW«^t»tftfcSTAeHHi 
3e*rSS*£:fc£4j«f-S¥gfc. frienf^H^iaMK 

Xk R-oBf ^nsrfflv^-cfries TAif^siisifg*^ 
x$rH^-ftLTfrieAPiciia-rs^5k^*L. frie 
APii. zuz. friesTA*^friesTABi-^itsfr 
kfries v^s TAn&^ssassss: 
si»rf*#8«:WU friesvti, frieA p*^fnas 

TA*f«giHB*fc»t4 k flies TAJSTHg^iiE 

3ic7)^rssrWirT-ri.#sk. ^tnmi^m^zmiA 
p^miSTAUx^mMMi-h^t^i-^. 

imtMi) frieAPji. $£>k. friesvA^fries 
TAmv§*mzmk2tiibSTAm^m®m{£Xz 
»r&^ak. mn#j^hcouf#ns-ffl^-cffiesT 
ABf^nieMfEX^Bf #ft LTfries t a izmati^ 
8k£*u friesTA(i s §<i>t, frieA p*^frie 

k ffies T AOlB-ftfil-t £!f? n SOBf ^filSr^rf s 

zmn+h. zbzmibti. i»*j55. 4fc«6 
tieKoisii l a n conf^iiMff a . 
[11*^8] friBAPti. $^tc s friesv^^ffies 

TA9STBI ^S|$rEiM$tiS fc S TABf^HEjIfEX^ 

£Mth^mb . a p c^ieit^a-r^ kffl^Bf^n^ 

rt. ^(;Hfr$ii^Bf#|S&fflv^friesTABf^i 

iSJiesX* lt frie s t a nji^-r & #Sk 

fnesTA(i, frieA p*^ fries tab§ 
#«esiisXfc:T* n #oBf^n^i2iji$^i> t fries 
t Aoienwa-tsii n#^Bftg^5eerf h^m^ 

iaSLAN^Bl^Blff^-fA. 

[if*jf9] friesTAfi. ms^H^^tn-r^k. 

s T Am#ftHS!g§r£*e££ A P ^ji^l^-g. ^ Si 

^rt. fneAPji. friesTA*^friesTAni^ii- 
sis«s*ex*stt4 kfries v\s TABt^n-M 
»R»Rta»t4*R&*L, fries v(i, frieAP 
*»^«nesTA«wfiHsasi!*t»t« kwesT 

AJ6TBff^«-ffiS^<0«rg*flBrf4#ai:. »TkM 

Br t teME a p ^frie s t a%t Bt -f-n^ -sse 
iM-rs^Sk^L. uriBAPtt. fries v*> 
^friesTA%TB|-t^-fggeii^^fti» t stab§ 
^-MmK-xztktfi LTfrie s t a 
£wu friesTAti. s^fc. frieA p*^frie st 
Av&m-tffi!mmct:%v& t fries TAc^ieif-r^ 
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•th . mm i Jbm4 cofo. v-rtdn* i azsm^nm l 

[fS^lO] LANifclJSUi^liaiT^-fe^JK-fy 
UBS (AP) ££U i»iEAP{ilfeLh^tettr^-b 

(sta) kasajgsu friesTAfcwia 

-C-T-?£llf ^tLTiil (Bf^{bifl) tsaa&LA 

Nw«^ajsw*afc*j^-c, iSBAP4:LANSftt§ 
tvtzmmr-'<-im (sv> tifrieAPi:friesT 
A«*#flaeK«fflf4ka (k(±iia±) oni-tn 

fe^xmi. m%utmffl^m&AP twits 

TAIzmStl. ZbiffiLk-t*. *HLANcOBf-f 

[M*fli 1 3 fries vii. fries v^ieitwa-rsk 

(c 1 M&wmtl s £ t fcftfSfc t4 . »f 1 0 WE 
»<3iiRLANWfr^a6^#£. 

[it^Hi 2 3 fries v«, fries vcoien^a-tsk 
^MIEtt^*3E»t*i$, k{l<7)B§^H£j3f5£fSii 

i otie^n^LAN^m^iisfr^a. 

33 fries vii, fries vcoieitwtsk 

ffl^)fiieif^^F*l, ( k - 1 ) iic7)Bf *«fcoVVtli 

m^ran ( mm 1 ) t- 1 m-r^mmzmm ui«n 

B ( k - 1 ) flOBreftJ: Q AvfflM (R0H2) TWR 
tft, £fc£#©£tl>. W^10fcEtt*>*t»LA 

[H*«i4 3 frieAP{±. frieAPcoieit^a-rs^ 
n#(n(i ignore) os&mzmmixfrbdiiz 
wmiWMtitx-vm. frieAP^ietg^at^jfi 
nWMnfflRnt&m&m^xms. stai m^m 

fits, ifcHtftfct*, MMl 1 JbMl 3<^ 

imm 5i frieAPB. frieAPcoieufstsss 

m^i *5ERt i. 4 -ciaiSL frie a p vmmwt & m 
n» ( k - 1 ) mm^mzmfcrn^xmusT 

mi 3<9ft, ^t^HCiem<7)*E^LAN<0Bi^||M 

[n*« 1 6 3 frieA pti. frieA p^mmmti k 
st a tmimm-i. ztzimtti. mzmi 

l TiS. l 3 ort . v vf fu&» i cistto£gig l a N<7)Bg-t 

[Hfiii7] friasTA{±. fries TAcoieH'tst 

S^n#J3hO ( k - 1 ) ffl<Z>Bfrfftt?)rt* ffit^Bi-f- 

ns-ffl^-cfrieAPtBi^iints. t 

4 . 19*8 1 4 Jbs l 6 ?)|*) t vtffia* 1 izimcomw L 



ANw«^iesw*ife. 

[|f*«i 8 3 fries taii fries TA^tetii^t 
*»n#j2uw> ( k - 1 ) m^Htimm^xwR 
APtmmti. ztzmitth. m$mi4nm.i 

immi 93 friesTAji. fries TA^teit^at 
ikmammnfi. mmzmztitz^mzm^x 

m i 6 v ^tii* 1 1 tzimcm®. lan wu^Hee&r 
m 

[000 13 

imtcomthtiffim] t-^wwhl 

•C*Hiaftt4*ilLAN^XxAtKL, ftfeWEP 
^Xr-XAtctsni^ftifflv^isgRLAN^-fAt: 

^(tsHf^asfTvxxAai/'e^sff^ffi^t-?. . 

[0002 3 

[^*OSffi3 ULANyXfACOfSCtfo 

[00033 is*. RWfflfcwc«t< . artwttfcfc 

iSHLANvXrA^A^m-C'^S. «f*| 
[zT?*:XiMyy (AP : S^o*^) SrlSSt. 

7orrtfcB»*iH5Kaifcii«fiHar ( sta) t 
tmixAPt com* umit i . 4S*^soes^hco 

[0 0 04 3 ^Wi^jryXfACfe^td fi?IJi.(f^ 

mmm%^mm<omw®*mwizttLx. mm? 

[00053 mmmmzmtT-fGrnnttk lx 

-mmizm^m^it-n^z^xit. ztitxiE 
e e rmtowmwrnb t>tix%n. 

[00063 m&Wk Z b . iS^E^iOBi-f^tXIglE 
O^tLTti. IEEE80 2. lltfcUt, WE 
P (The Wired Equivalent Pr 

ivacy a 1 go r i thm) ^^-XAJrtf L 
Shared K e yfgliE ( ftiigt) imPm* 
hX^h* 

[00073 H6 (a) HL IEEE802. 1 1^ 
8. 2. 3$t=£aS*lTV»S, WEP^^^XAtJ; 

s«^fldr5s:**t7*o «y ( b ) ® t<ft-t 
^t****t «y ^ mxh i . 

[0 0 08 3 H6 (a ) (C^tJ: 0(3. WEP^*-X 
MzXm^kU&li. See d4jS#S6 0 1 , Bft 
ft*R6 0 2, K9ttySflP9^£¥S6 0 3 . I^O^tU 
^^f+*D#S6 0 4 , &tXBf#S:4iac**^R6 0 5 J; 



m&zti. e#fl^-yfe-y6 0 6Sraj^-r*. 

(00 09 3 H6 (a) Oi&ftfcOWttel EEE8 0 
2 . 1 1 H 7 7 h (f fcEO^* 4 OTK«Sr4lf«-r 4 

tf. me (a) eom^tfriiiii. ^-wM-tf-xa 

>"^? ( I V) . mm (Sec re t Key), 
RVMtir—f (Plaintext) SrA* U I V 
fcBfrf* (Cipher text) £iii:frf4. 
[0 0 10] 06 (b) WEP^^XAlCj: 

m^itmn. see d^#S6 1 1 , m%tt&& 

6 12. g#^«»#S6 1 3 . fir*#«f#6 1 4 , 

mmm^mm 1 5 . iR9«aH^t«¥a6 

16(CJ:9««S*I"C^4. BfW£J36 1 2<4, RC 
47/l^UXA£J:')fgj£$*rt^4. 
1 0 0 1 1 3 116 ( b ) «8t^(fc*3«i, 5WiLfc«# 
fc*y-fe-S/6 0 6*»4>I VfcBf^SrA^U «^ 

^iftawas**? o . -roisii, «#LfcT* ( p i a i 

ntext) I:, H0««lJflF^ ( ICV) itW&MZft 

at*. 

[0 0 12]H7t4. 06 (a)£>£> (b)^Sft 
4«t#4tX y-b-^6 0 60ff]££^-f . Bf^t* 7-b 
-^6 0 6O«Wtt. 8S*WEP7P-Ai:«;$*i4. 
H7fc*JV»"C4Mi«58IW'fc*t«*li, Octets 

(8t'yK WF rAMbj tld-f) 5r#{Jt LTV^ 
5. J£5SWEP7U-A{i4^M bOI V701*:, 1 
>U bM±<?)T-9 (PDU) 7 0 2. 4JU bCOlC 
V70 3tJ:0«JS5itT^4. l#3fiWEP71/-A<7) 
T-^70 2. &tf ICV7 0 3li>HHl: (Enc ry 

p t ) i v 7 o i tin^ksii-f fceassiii . 

[0013] I V 7 0 1 14. IflWbfcttffl-f 
«W«t**^"Cv^. f&;b*>. EK?*-**fc. iv 

7 0 l(i3^'-f btfW-S'+^'fX'*?*-**? 0 4 
|C, 6b"7W7H7 0 5t, 2t'-/hcOfiID (K 
ey ID) 7 0 6i: l^M hOffi$S707£ 
ft6llLT»l£$;fvn>4. 

[00 143 ZCOm I D 7 0 6142 b*y hWftfBT'fltJft 
3*lT WW, 4o4T'<Wf#gt£li)?lJ-f 4 I fc #T 
U.Hot, IEEE802. IliO, WEP^*- 

(4. ®*%i><?)tfm&tix\^. 

[00 163 M*tf, ^fflT 1 1-19608 mm 

¥ii-i9608i ^mmmizxtni. mwz 
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[00173 -ttcb-t*. t-r. mmm^x^mm^^i 
tixmmi. imztim^xmit. mmn 

V\ T-?£lIftt4. 

[00 183 £<0fftBJi*£*t*4fc*>^*OWai: L 
T<4. SSlt: : HMI<0lE«#S*WL'r^4ifc, H2 

izm^m^amm^ix^izt. ^iz^mm 

i£ffiB#£jSl/0*4 .1 i:*Woft4. 
[00 193 

[H^JS^LiofrSIDSJ ki*T. ±H8!*<0 
BHjlflKS-Ctt. m 1 tzmwm 1 *t 1 TfifoT^ 
4. :itf>*:£>. f f)S ^C'lil^^yXfA^JSffi 

[00203 ifc, £<<9STAfc. APfcOlSrcast* 

£\ AP{4, £<c^*^7?*;Ucteffl-r4gl£f : JI 

T(4. APtin^OlS^iSriefiMPI-ti^BbWieSI 

#«?Vt4 1 1 ^ I8H £W LT v >fc . 
[ 0 0 2 1 ] 4fc, TTI®0ST A£^=g#ffrfe^ 
Xf$W)L£i 0 . 7nrcOP^fT'7h^ : Sri:'Ccl:-5TS 
TA^^^iiSifctcioT. -HiiWiSSrSA 
PfcT^-tX-fiifcfcfcofcfltefctt, STAtAP 
fcTK*faLT^4l|^0to^-»i:$:9, a#C£ 

[002 23 ^fUBTl 1-1 9 608 1#&?8 

«)56BBS' 1 S^y^fA^fS CI t £%tti® 

APte&sTAiz^mmz%mL. ^wstac 
"fffimtfmm^tz®, mmu^mz*$^mt ix 

muxvmmzmMixotixt. ^t^sta^ 

B$A P IZT 9 -feX LT v ^ fc (4RI ^>=5rV vRRfctj v %T 
=5r4%^* 5 S>4 V^d ffiHSr^r LT 

[00233 ^t, -&mnm 1 oaw(4. ^fc^s 
TAfc. APvm^hixw^mm^xT-Mzmm 

[0 0 24 3 4fc, £iS^STA#AP£jifrf4Bi^- 
[00 2 5] ^"liSOSTAS:#|!jL^ , 9, ST 

Aj&qjRSfiT. •en4t'fct4^5APtr^-irx-r 

-bX-f4 - h <0T# 4Bf^afl^^}f^4C i: 
3c0SWi:t-4„ 

[0026] ^rA(ca-ri^rwsTA3&« 
soprt 4 z t xv$^mmmm&m&?h tti> 
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c. ^smmMztitcti^tz s t Atattaiewg 

[0027] 

ifwnm^mm^i. i jxto a p^lan 

[0028] *^BJc7)Bg-^HH=j?r^^AP{i, kfflco 

bi^si fctantsu zmmixsTAt^m 

[0029] ^B^Bf^H^ff^cosTAii, kffl 

m^mtm^m^ t . a p ni-en^a-?-; 

4>E8§fi4l|#«teEtt«r3U -Iit£#!iLTAP 
[00 30] *»WWI*f«3Wr*5«<0 ST Att, Bf^ 

syett^scEtt $ ntz^x ommv a p t -& l% 

SfcSTAfcTEflMLT^fcBf#«£3S*rU 

[0031] *»HHom^«i!ew*ifc{i. i ja±4>A p 

fcLAN^$ftfc«*S*-A-fc:frU £"Ctf)AP 

t sTA^ia<oitm*»)ifitcttffl-rsi«^ii5: iff 

(kffl) i:U -TcS^Wf&fchtK. #AP, & 
tf#STAfcI5S'*4. 

[00 32] *^BJc7)B§^iMfr^ac7)AP(i N kffltf) 

«#lt£Ett*SU i#i*«HLTSTAI:B|#fl3i 
fits. 

[0033] *^<7)Bi^Hfr*ftOSTA{i, kflS 
6i^SftSBi#«*Ett«aU £*i£#!BLTAP 

[0034] *^BHom#ns«f^?)ST Aii, m 
m : $ifc^mz$mztitz£x<DsmmtfAPt-& l& 

zmm ixAPt Hmmiftt . 

[00 3 5] 

[oo 36] hi ii*ffl&>*m<nimizx. &m&LA 

t. #&bJ^4£&S§8LAN^tA(4. HfS^-A' 
-10 1, AP10 2.a(mg) CDAP (#1 ST 



Al 03 - 1. #2STA 103-2. -#mSTAl 
03-m) XmULZtlt^l. 
[003 7] AP10 2i:STA10 3h<7)f§N4IEE 
E802. 1 1 lz£ (Wire less) LAN 

fflmzxm&ziixuh. 

[00 38] STAtAPfcOfg^T-^jiftTIi:. W 

EPtt-x&zmLttmMvt&m^h. wep 
**-x&zmmiti<mitmxn. sta^ap 

(4, «i^4#3«#«HHi«U «# 
[0039] hi <7)ii«a-»f-A'- 1 o m. ap i o 

2 £ STA 1 0 3 fctfJlSjOlittKiattJV^-C . Bf^ftt 

fc$r«£4jitf4 fc . API 0 2, STA 10 3^1^ 

[ 0 04 0 ] AP 1 0 214. «flt-A- 1 0 1 
vmmW&Ztlh fc . STA 1 0 3 t ^afSfcttffl't 
SHffHSrHHrU EttWfSfcfcifc. STA 10 

3tcB§^icoiEfi^aa'ri>. 

[004 1] STA103I1 Hfg-tfWN- 1 0 lrt> 

up i o 2 srg* ixEMZtitzm^mzimtm 
u v&mzmixAPbMfii-h. 

[0042] H2(4. AP 1 0 2<Df&&£*-f7'n-y? 
H2»T. **DIfc:J:SAP 1 0 214, m 

mm o i , mms&m o 2 . ig 1 gEg^g 
2 0 3 . * 2ftE«#a2 0 4 , m3nisfi^©2 0 
5 . »4»E«#a2 0 6 , mm%2 0 7 . m 1 d 

£j£#f£2 0 8.1 V£j**82 0 9 . ¥$:XJ)*®2 

1 0. WE Plf^fc^gte 1 1 . Bt^XiStiJ*S2 1 

2 , «#S:aJ]^S2 1 3 . WE PfIW5 2 1 4 . ¥ 
*ffl*#«2 1 5 . H I Dfttii#l32 1 6 «fc Off 

[0043] ZZX\ WEPBft^#l52 1 1(4. H6 
(a)fcTR»BU, IEEE8 0 2. 1 1 OWE PC 
J:$"i^^trCNlJ£§*va*4. ifc, WEPfS-f- 
ft#S2 14t4. H6 (b) fcTtt^L/il EEE8 0 
2. 1 l<3WEPtJ:$«-*fld^fcTttJS?*l*. 

[oo44]H2tc^-r. mjb¥m4mBt&*m 

0 3^52 0 6(4. Hlfci*r*-J:afc. M I BtfoZ 
Kh>^vZ> ■TlzXmfBfrtZ.bifi-eZh. MI B(4V 

7hVxTiz£^xmmiL$>ztmmxhz>ti\ yy 
WxT£*^xm*&i-zki&Fsim%mm¥fr, 

[0045]^. 02 «C*t1«#H4jS*a2 0 0{4. 

[0046] H3{4. STA10 3^)W^trn7 
^0-C'J>S. H3fc*rf. *?8Wk:J:4STAl 0 3 

(4, iiffl¥g3 o i , Bt#m^#i53 o 2 , m i site 
303, w.2 mm^fst 3 o 4 , m 3 melius 

3 0 5. mmimm o 6 , ns^S3 o 7 . n 
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i Dzmm 08,1 vkmm o 9 . *xku* 
m 1 0, wepiwm3 1 1 . vmxm&^m 
1 2. mxxttm 1 3 , wEP«^t#s3 1 

4 . ^ai*#g3 1 5 . Rtf, ft I D«j£ti#K3 1 6 
«kO«JSS/t-Cv^. H3t*t, Jfllfl^JfU^SIfe 
tt¥S3 0 37^3 0 6(2. ®2liZ*Lidmit&frfkt 
Hfli. M I BlcJ; 0 flMW 4 £ t I. . 
[0047] 04. 05(2. *8flBfcJ:64StiLAN>' 

[0 0483 04(2. a»<OBff«seW*l«**LTV^ 
4. 1-^*>. STA£AP(2. 5^^[3)tBf#ll^ie 

mmix^&vmx\ mm?-j<-mtz%msm 

£±j£U:%£t. AP. XtXSTAteKSSU HSrt 
[0 04 91 05(2. STAtAPfcTiee^LTV^ 

PMommti i £xwgiztitmzftx ix a pkt? 

■feXL2 3hU:*§£. gMi. fc4STA#J5J(Bfc« 

•eg*?**?**. 

[ 0 0 5 0 3 a-r . m®m s&gmnmmz^x . 

04. atflai^S03Sr#8gL-CK«f 
[ 0 0 5 1 ] 04 (CfcWCgtfJI^-A'-te. 4[l£)Bg 

-^e^f£®oiffl(n#) ttffctayfiu ^«a^ 

-^-rtftaB«WLT^*»n»B«)(HHIt3aW 
4 (n#tf)ft5E§r) b. APtifcM (APflBSS) f 

[0052] hP\tmm*r-*~-frt>AP®gMz%. 
ifht. ApmzB\mrnix^4mm. mnm 
m^mzm ( n#^stig$r) u stacwlth 

TA^Mfi$iil)liH«fiiftJ(c(i. tiftmHsttiX^ 

tzti. APttmnmmov&mm^x. mm 

[0053] zzx\ wmv-rt-frt>AP»J6mz 
td&^mnm 1 d#i ( n = 1 > x-hh t lt. 02 

[ 0 0 5 4 ] 0 2 mmth t . mm+r-^-mt 

fc, AP<OSW^S2 0 1'\E)2i (APHEiM) t4. 
AP<0MP#S2 0 1(2. Wmv-rt-frkWlSkZti 

t:mmt , n d ( 1 ) $mm&*fst2o 2^ 
mt&. m^«»je#a2 0 2tt. M»#aa>$>swR 

o^ag^HSr .HID iznm Lxm 1 Hi21t^S 203 
[00 553 ftfc*J»^a2 0 1 12. *F:*yjj#a 2 1 



0£f|I D£j£^fS2 0 8fc£$WLT. STA^&T) 
MfrfcSiarf 4. ^XXD^k2 1 0(i. WW^Bto^ 

#K2 1 1 izxtith . ft I D4j&¥#2 0 8(2. IKPr 
Zhtim&lDk&Mo I D££j£-f4. ZZX'lt. m 

2 0 7(2. W2ff|Q||#R2 04(=Ktt$ilTV^Ig# 
«£SS?U WEP*^fc#K2 1 lfcAfrf*. I V 
£$#{$2 0 9(2. «|ID£2i:U:I V$r£*U W 
EPBfW£&2 1 lfcAfrt*. 
[ 0 0 5 6 3 WE PBf-5Ht£$2 1 1 (2. I V4«^a 
2 0 9*^A^I§^IVt, 9mm-&2 07fr(>\ 

jiztvrzvssmzmixw-xAttm 1 o*»&a* 

1 2(2. WEP«#ft#a2 1 1 cr>ftj8.Uz«§*TlCk I 
V$-A^L. J^WEP7^-A£»jfcl/ei2MI§6jKr 

[00573 04CMO. STA(2. APrt^ftsgfril 

*n£g(t4£. a p&&x'mm-r-'<-<%xizm<om 
mzm&h. ztizgvx. m-^-iiSTAe>n 
iEtt5r^x>/^L. sTAmim^tvmt&t. ap 
e*tsTA3firrfc:i«#tt$iss-r6. sta(2. m 
m?-'*-frt>sTAMm*%v&t. mtz%m*m 

[0 0 58 3 *%mz£h$mLAN^XTMZi5^X 

(2. sTAtAPmnmBmzi^mMiwmth 
zuzx-ix. £<9»^&kmm&ix^&. 
[00593 sTAt,ms.WMmm. mcommzm 
xtzmmz^x. m3Z<mixmtt&. 
[006 01 03 &mm?zb. Apt* t>ommmto 
(2. m^xxttm 1 3(;A^§it. i vbn*mz 
wt^tixom m®. 3 1 4 t=A* . we p«# 

-fk^g3 1 4(2. A^^ixl. I V£«I D«U1}#&3 1 
6^ai*-f*. HlDttai#l53 16(2. IV*<9HI 
D$rK0fcb LTHSJR^a 3 0 7 4 . 

[006 1 3 m2<rmwmiX' I vcogt I D(2 r 2 j b 

itz<r>x\ mam*& 3 0 7 (23s 2 hi e«#a 3 0 4 $r 
»w*. wEP«^k#a3 1 4(2. mwiR^m 0 

7c7)ttJ^-f4ll2||S:A^$ii-C. |^jgjiM£S:2:S 

#saa-t4o vjouji^m 1 5(2. wEPa#^#a 
[00623 mwm 3 0 1 (2. T*aj*#a3 1 5^ 
xzmm-fh. mwtm 0 1 (2. m 1 D«iaj¥g3 1 

60ffi^J-f SHI D£#SEU HlD§z^g3 0 8^ 
KiH-r4. «ID4jS^S3 0 8tt. (BI»*S3&»4>SJt 
Kofcttl D r 2 j ^^-T4. «aS?#S3 0 7tti 

fit x 0 m 2 «iE«*a*aaR^ h . 1 v^«#a 3 0 

9(2. HID r2j <7)I V££j£-f6. 4fc. HH«^S 

3 0 1(2. ^A^a3 1 ozmnLxmmm&fc 
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[ o o 6 3 ] we pvmmm int. i v£.mm. 
-hztitz^mmixutxfi^m i o^atj 

1 2(4. WEPBf^b¥S3 1 l<r>mLL1&tftXt i 

[0 0 64] &(c, STAj&»4>«E»rS!*£®tfcAP 

■0w*-j&»6tf> S T AfilieiMSr S T A^ifrfiWft*: 
owe. ll2£#BILT»f4. 
[0065] H2fcfi^T. STA*»6tf>«5E*rSS:fcfis 

Xtt, «*fcA*#a2i3fcA*$*u ivtm-t^c 

fc#{t^*VCffiW£&2 1 4fc7Jj§nS. WE Pffi 
*Mt*&2 1 4(4, A;f}$ft4 I Vim I Dttitl#S2 
1 6^{iJ*-f4. HI D»aj#S2 1 6(4. IV+OH 

[0066] STAOiHttiL^ I V(7M I D(4 r 2 j f 
&4<DT\ «a«?*S2 0 7«43S2fiee«^a2 0 4 £ 

mm- i. we pm*m 1 4(4. «a»?*s2 o 7 

iltJ. ¥^iii^¥a2 1 5(4. WEPa-f^#S2 
[0067] $fJ»^S2 0 1 (4. J F*aj*¥S2 1 50 

[0068] sTAwaj^-fsfiiassssxfeHi. s 

5¥Mfa>fc«>. #JH$*i4. -«r*)fe, STA(4. ERr 
OfiffgfcLT. STAffflf 

[0069] #ga?-M'-|i£*l£ STA*»&*)@£- 
tiBRi:, ^A#STAfcWLT»»3*ifcH*i««i:* 

STAOJGEtta^3ftfc*&fcliB»K STA»Tfc 

[0070] H2 s-#ffs-f4 i: . Hf^-A-owr 

4«#«£j£*a2 0 0li, STA95T^B|-tiieAP 
O»P#a2 0 l'MEi* (STAHieil) -f4. APCO 
$Wg2 0 1li, H^af-A'-^^IE^^fL^ST 

Attsasfefc*, ¥XA^¥a2iotcA^-ri». act 
«iD4js#a2 0 8*iw»Lr, sTA^aftsi^ffi 
^Xkh^m i o«. w«i#s3&»^sta 

ilBSiMfefc*. WEP«^k#a2 1 lfcAfr*-*. H 
ID4jS^S2 0 8(i. £i I D r 2 j fcittfrf*. ffiili 

«¥a 2 o 7 (4 , m 2 meit^a 204 kims n-c v > 

&**«£»S?U WEPH|^t^g2 1 llZXJlt 
4. I V4jS#S209(4. HlD£2i:U:I V£± 



j£U WEPBi^b#f52 1 l£X1lt&. 
[ 0 0 7 1 ] WE P«^ft^S2 1 1 (4. I V£*#« 

2 0 9frt>xf}£titz ivt. m&mfst 2 0 7 *»t a 

^£*U:m^£tefflL-t¥£A^f52 1 OfrbMi 

S*l4STA«SaeXSrl«#fl:t4. 

2 1 2(4. WEPB|#ft#a2 1 lOf&SLfclflHfcfcfc 

IVfcAflU ffi5SWEP7^-A^ti^LTJMfi^S 

[0072] «Wt, STA#STA0H!i£fcS:££ 
ft, #§«*5afrr4iWtsfc:ovvt. 03SraJBLTiB 

[0 0 73] H3 £#{^4 APj&»^STA«E 
iifefcti, Bf#^A^#S3 1 3fcA*§*l, I VfcBf 
*3:«Ht&*Vta^fl#a3 1 4(cA^§ill». WE 
Pa#fl:#a3 1 4(4, A;b$fi4 I VSrH I D**aj# 
a3 16^JB*-T4. HlDtt!U#a3 16(4. IV<f 

oh i d o eu i/caas#ma 307 mm-fh . 
[0074] aa»{^a3 0 7{4aiDfcflEor. ^2 
mm^m 0 4 sraw-t-s. we pm^it^m 1 4 
(4. ®m*m3 0 7<7)iiiJi?&M2m&AJ}Ztix, 

(4. wEPa#ft#a3i4^a#Lfc a FA*ai*f 

4. 

[0075] «l9l^a 3 0 1 (4. ¥£^#83 1 50 

ofcSTA«£«^a£#a3 0 2fcai£t4. Bf^ 
»a^a3 0 2(4, &im-?t:¥-Xfcit&ti&. W!M 

■f 40T\ ¥^(4H I D r 1 j tf%±jxh. ^t. 

•ffc50rtmK4a 1 «iEiS¥a3 0 3 ctgift$ft4 . 
[0076] w±m*n Ltmmzx^x. mm*-'* 

-O^c-r&Bf-tH^AP. S.tXSTA%T(ClEiiL» 
**ve*itf>£tt«g-t 4 H^ 3E«rf 4 ; i: 

4. 

[00 77] mz, ^COSTA. St>\ ftftOAPfc: 

m- 4 . m ^is^aizov ^swi . 

[0078] *5KB^)iSttLAN^TA-p(i» H^ffS 
"9w\*-fc»Rtf)A P 3!flftRS*l4«^*<* 4 . * L 

*Jttt. ^KftSSTA^iKcioT. *H4T 
i:ttfl«OAPfc7?-fe*-r4*£i#;*.S>*l.4. 
<0ftftfca*. IWR^APfcJni. #»<0STA^)B|f- 

»&®&£.<gmmb-r&-r&t:ib* *%?ncomLA 

NisATMZ&^Xte. Hta-9--A'-(4. #AP. S 

TAtsas-fiiit^a*, ^TA^*t»->Tftai<o 

1» (4ffl) fcLTV^4. Co-r4Ct(CJ:^T. 
-T4 4. 4^. I^APCIo-CSTAj 
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[00 79] mz. *micr>mWiLAN>>ZTUZ&ii 

4. ftmcom. wsTAtAPizmzmmn 
&mz^Twmth. 

[0080] IEEE802. 1 K9WEPT14, 4M 

m^mamix'm. nmz>zktfx'*?>. 

JS$K St/. APiSTAtmf!fljlltti«^) 

[0081] «h- ^nir^^m i i x . mm+r- 

iz. imr^MiX3ffiLx\.*<. mmtzii* imm& 
&t*wz* i mi^>m&3&it& . -r z t t j 

fcfcfc*. io-C. 8HKI<0STA^#{fS-t**tt, 4 
STOCKS T A S:flfAt*tfi\ IBKffiSKAPKT^-b 

4. 

[0082] C<o«flB^)ftSli. «Ri-9--A-(cTK 
JgiWBl:LTfcJ:<. y^fAi^fCiot, 
IBS, l^ft&fc't LTiJ:^. 

[0083] i^®ja-CHf#«l*58Rt4 yXfAt 
tt, STAfcAPttfcfcij**, Mo^^-C'Hf^a^ 

[0 0 84] **>lfcJ:*Uf» AP{±4lfc7)Bg^|i<7) 

*mmwz st At iifi-f & . 

[00 8 53 im<r)STAtf1ffcfh=sZTMZt5^X 

(±. ^T^sTAcoiaiti : a-ri»Bf^coHfr^(iB#ra 

'STA(C»l,r«Hfc:ff*«*L*fc», APjW8 
[0 0 86] £<0#8c£Sffl-*-*c:fcfc:J:oT, APi« 

lffliOFi^as-MfrLT*^. £-c<dst Atlanta 

KiBH-f S mW£ WKttl Z k iMf&kKh. 
[0 087] *<02fcJ:*Ui\ APli, f&JfcJSW Lfc 

*§**jflvve sTAkwmth, 

10088] ZotlZklzXiX. STAJiiO^W 

[0089] mm i om^n^seif^fttctJtts , * 

ti. sTAoieiti : ai--g.Bf^cort. ftatsewsn 
tii><nzmLxmm-&. zo-r&zkizx^x. m 

SISTA^f^Ml **WiSTA<0#8»TU" 

tmmmi>%<i-&zktfx'Z&. towm&M 
±<o^y>fc. «atig*fs^i«#ajjiji.<7)it'wiia 



[0090] m-^i3gff*&om 2 t ix . sswf- 

mx-mttmiti. mwziz. mi<m*mt3* 
nrnzmmt. m2jb^.m4<7)miz^xi$. iamz 
i mt^mdamti . zo-thzuzx^x. mm 

4>STA£#{i}t*#il. 3y^mrttCSTA^A-r 
ML IOT*KAPfc7?-fe*"f$£i:#'C&$0-e, 

* m&tftoi.'th kkuz. m<7>3 mwm&t 3 bjsj 
ttttrtutr*. 

[0 0 9 1 ] ft. i<0*ffifc*i^Tt. flHHGRJIIJH 

[0092] ZV>mffiX1§^m$:Wtti-Z> yXfAt 
(4. STAfcAPtt&fcjir*. Mo^^ftT'Bf^li^ 

[0 09 3] **>lfcJ:fttf. APIi3BJa»lT59frS 

*ii**ft«Mttffli/c, sTA^intr*. ap^ 

-«UfeB|#«Sri2«OTIUTV^STAt, 3BJSJ8 
T'3g£r£*l&H§^£t£$ffl LTjIfftl. £ X\ STA 
t A PH^iififcfctt *ffiff®itfBttI2ft< t 
L^L&tf^ STA36*3 0ULb1lfajS<x>t 

a, ^A^iiTAPcr^-bx-rs^ £>m^ 3 
a tu^mttse 35 o fc s t a immm zkxap 

tzTf-txt&iftHrlzlZ. m^*<tfF-S££t4. <T 
Wl^APtt. -e02lC^-r^ft(Cj:»9. STAfcilft 

[00 94] -C-02tJ:Wf. APJiSTAfrfcOfis*: 

^flwu^s APtcTieit^a-rst^t^-a^t 
3t«^-, 3 *fl^«-c!eiw-s«-f«^ffl^-c STA t 

pitsTAt&ixwmwmitmtoti. stajj 

ftfi^Bf^-ii^gaM^^. mnt6zkit t ?z&. 
[0095] kzhx\ ±Mm2m^mm.m-nm^m 
^xi>, 3<rRzmz-xmiizm&sTA<7)®}ii. $>h 

i^lilWtWtTli. ^■C^Bf-fli^-gtt'Srl.. 

[0097] 05t#jRW-i4:, APk~^.-fh^m 
Sr^L^rV^STAti, 0Hx(4*^l||*^JI^STAt;-C 

m$ (T^-txmtiims) -t&. aph Bg-^n^- 

[0098] aWtt^^HK* 40^0 jg-Tfc. STA 
B*)-f4. AP(1 STAa>6O«<0HgKWB*«: 
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[00993 «*a-9-WN*-(iSTA<Ofli»!lflH8*"f-x 
•v?U KIEtt£i»-|> k . APgiTSTABl-^i " 

TAV8*m-%m$mu t . ismmixwzm 
[oi oo) &KSTAkt mzzm^mzmixA 
-r*k. as*>T-*iim£B»frf*. 

[0101]$. 0512. SJ»<OgS*>fctf>STAfcl4 

mzm<iXT?*xgiittii>v>bix^&i) { . x*)® 

$W&x-^y*i#;t&;h.6£kl±So4T*i*V\ 

[0 10 2] bZbX\ H5^^-^-yxf-^-h(ctJ 

SiSS4"C<0. STAkAPfgJ<oisl&If|(2, T^TIt 
0i><DblX^l. £*U4. 05fi, APhSTA^ 

^*HEra^^tf . s^ns-^fcini^affl-t s c: t $• 
imtLx^&tztbX'foh* 

[0103] -t%hh. m5i.mzm-r x a mi 

■9--y\'-A>/f»STA4-C<!0Kiafe:tJV^"C, *4i^UU A 
Pj&»fcSTAa?<9KiafcfcvvC. ^BMISrffiffl-ri* 

fcT\ 05<7)^-^yX^^T^tCSTA<7)Bi^ 

[0104] xmiizxtuf s sTAoieii^a-t^ a 
mwmmttex #a p t -a wmt x t . 

^LAN^XrA^io-cuf^iSr-Ss^rr-S. (■* 
AIB*fc.fcoT«*«fcSTAfcRJ&*-4*lf 

i, 

[0 105] 

fcLL^AP k L A Nt««$ ii^jWRHf-vN'-Sa* 
^t^APhSTAcoraoiii^^iE^jifi^ffl 
**«hi«£ iffl ( kffl) k u n^a^-^'-^i^ 
x-7tmz<mt tztizx^x. mm<omm<otinf) 

mmotzMzmmwm #jft*rf * z 1 1 , 
t i nzmmL a n A^^t-r s c t 

[0 1 06] ifc, *ti«BgtJ:*i{f. ^j|»)STA 

^Sl^k*tz«J:^TSTA*^iS$^SlktJ:-?T, * 
fti?fcli*&6APte7?*.*-f4£i: 



fci. STAt, STAC7)T^-feX-tl>APfc(O^Ti2 

LAN xXrASrif gt-f 4 .r t h . 
[0 1 07] "TftgOSTA 

#S*Vf , BjgPSfALfcBfrfcU: S TAtfOifitt ttv^ 
T^Bi^H*^ r^-b^LfcAPk^H9cf -5«t*k* 
•>fc«^tt, STAC^-fl,Bf^||co^fr^|iI^^tt 

tf^STAOfg1iLT^B^ii£H$TT'#l>, SV^ 
if ffltt^f SBf^ilfi^^^ft^l, ; k 4 . 

[Hi ] ^mcom^LAN^x^com^^i"/vi 
vtrnx-foz. 

[02] *»BB<o A P <?)JM£5rf 7o >y ? 0T'* 4 . 
[03 ] *«^)STA^«jStSrf ^D-y mX$> 

[04] *»HHW>l#itiePr***ittW-r4feft^i/- 

[06 3 t&fetf>&ffi£i>Vvt, IEEE80 2. 

[07] «3|W>8S(C:feVvC. IEEE80 2. HO 
WE PtcJ: httfttt*Wffit*t&><r>'f* -y ?m? 

1 o i ata-f-^'- 

102 AP 

103 STA 

2 00 v§^m£js&® 
201 mwm 

2 02 

203 mi melius 

204 m2Hieii^a 

205 »3ayEtt#a 

2 06 £4ftiftt¥3 

2 07 Hl^FS 

2 08 «ID4l«#a 

2 0 9 I V^^S 
2 10 

211 WEPBf^L^a 

212 m-t^inai^s 
213 

2 14 WEPfl^k^lS 

215 ^ajfl^a 

216 «iD«iaj#a 

30 1 

30 2 «#$gftj£*& 
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